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IMPORIANT
READ C AREFUILILY BEFO RE USE

KEEP THIS G UIDE FO R FUIURE REFERENC E

This is a User's Guide for a series of products. Not all products support all firmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in your product
firmware or your computer operating system. Every effort has been made o ensure that the information
in this manual is accurate.

Related Documentation
¢ CLI Reference Guide

The CLI Reference Guide explains how to use the Command-Line Interface (CLI) fo configure the
Switch.

Note: It is recommended you use the Web Configurator to configure the Switch.

* Quick Start Guide

The Quick Start Guide shows how to connect the Switch.
* Online Help

Click the help link for a description of the fields in the Switch menus.
* More Information

Go to https:// busine ssforum.zyxelcom for product discussions.

Go to support.zyxelcom to find other information on the Switch.
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Document Conve ntions

Wamings and Notes

These are how warnings and notes are shown in this guide.

Wamings tell you about things that could hamm you oryourdevice.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
* All models may be referred to as the “Switch” in this guide.
* Product labels, screen names, field labels and field choices are all in bold font.

¢ Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Basic Se tting >
IP Setup > IP Configuration > Ne twork Proxy Configuration means you first click Basic Setting in the
navigation panel, then the IP Se tup sub menu, then IP Configuration and finally Ne twork Proxy
Configuration fo get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Switch icon is not an exact
representation of your device.

Switch Generic Router Wireless Router / Access Point

Generic Switch Smart TV Desktop
oy
Laptop IP Camera Printer

[

Server
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1.1 Introduction

C HAPTER 1
Getting to Know Your Switc h

The GS1350 Series consists of the following models:

» GS1350-6HP

* GS1350-12HP
* GS1350-18HP
» GS1350-26HP

All models are referred to as the "Switch” in this guide. The Switch can be configured and managed by
the Web Configurator. It can also be managed via Telnet or third-party SNMP management.

The following table describes the hardware features of the Switch by model.

Table 1 GS1350 Series Comparison Table

FEATURES GS1350-6HP GS1350-12HP | GS1350-18HP | GS1350-26HP
Number of 10/100/1000 Mbps 5 10 16 24
Ethernet ports

Number of 10/100/1000 Mbps PoE | 5 8 16 24
ports

Number of GbE combo ports (dual | — - 2 2
personality interfaces)

Number of 1 Gbps SFP interfaces 1 2 - -
4-pin console port Yes Yes Yes Yes
(for froubleshooting only)

Auto-Fan Fanless Yes Yes Yes
Wall-mount Yes Yes No No
Rack-mount No Yes Yes Yes

1.1.1 ZON Utility

With its built-in Web Configurator, including the Neighbor Management feature (Section 7.2.1 on page
84), viewing, managing and configuring the Switch and its neighboring devices is easy.

In addition, Zyxel offers a proprietary software program called Zyxel One Network (ZON) Ufility, it is a
utility tool that assists you to set up and maintain network devices in a more simple and efficient way.
You can download the ZON Utility at www.zyxel.com and install it on a PC (Windows operation system).
For more information on ZON Utility see Section 4.3 on page 47.
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1.1.2 Web Configurator Surveillance Mode

Aside from the Web Configurator in Standard mode, you can switch to Surveillance mode that is

specifically designed for configuring and managing PoE devices like IP cameras (Chapter 45 on page
322).

1.1.3 PoE

The Switch is a Power Sourcing Equipment (PSE) because it provides a source of power via its Ethernet
ports. Each device that receives power through an Ethernet port is a Powered Device (PD).

The Switch can adjust the power supplied to each PD according to the PoE standard the PD supports.
PoE standards are:

» |EEE 802.3af Power over Ethernet (PoE)
e |EEE 802.3at Power over Ethernet (PoE) Plus
 |EEE 802.3bt 4PPOE Type 3

The following table describes the PoE features of the Switch by model.

Table 2 Models and PoE Features

PO E FEA'TURES GS1350-6HP GS1350-12HP GS1350-18HP GS1350-26HP
|EEE 802.3af PoE Yes Yes Yes Yes
|IEEE 802.3at PoE Plus Yes Yes Yes Yes
IEEE 802.3bt 4PPOE Type 3 Yes (porfl and No No No
port2 only)
Power Management Mode | Consumption Consumption Consumption Consumption

Classification

Classification

Classification

Classification

PoE Power Budget

60 W

130 W

250 W

375W

1.2 Example Applic ations

This section shows a few examples of using the Switch in various network environments. Note that the
Switch in the figure is just an example Switch and not your actual Switch.

1.2.1 PoEExample Application

The following example figure shows a Switch supplying POE (Power over Ethernet) to Powered Devices
(PDs) such as an IP camera, a wireless router, an IP telephone and a general outdoor router that are not
within reach of a power outlet.
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Figure 1 POE Example Application

1.2.2 Backbone Example Application

The Switch is an ideal solution for small networks where rapid growth can be expected in the near future.
The Switch can be used standalone for a group of heavy traffic users. You can connect computers and
servers directly to the Switch’s port or connect other switches to the Switch.

In this example, all computers can share high-speed applications on the server. To expand the network,
simply add more networking devices such as switches, routers, computers, print servers, and so on.
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Figure 2 Backbone Application

1.2.3 Bridging / Fiber Uplink Example Application

In this example, the Switch connects different company departments (RD and Sales) to the corporate
backbone. It can alleviate bandwidth contention and eliminate server and network bottlenecks. All
users that need high bandwidth can connect to high-speed department servers via the Switch. You can
provide a super-fast uplink connection by using a Gigabit Ethernet/SFP port on the Switch.

Figure 3 Bridging / Fiber Uplink Example Application

T o -
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T -
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1.2.4 High Performance Switc hing Example

The Switch is ideal for connecting two networks that need high bandwidth. In the following example, use
tfrunking to connect these two networks.

Switching to higher-speed LANs such as ATM (Asynchronous Transmission Mode) is not feasible for most
people due to the expense of replacing all existing Ethernet cables and adapter cards, restructuring
your network and complex maintenance. The Switch can provide the same bandwidth as ATM at much
lower cost while still being able to use existing adapters and switches. Moreover, the current LAN
structure can be retained as all ports can freely communicate with each other.

Figure 4 High Performance Switched Workgroup Application

1.2.5 IEEE 802.1Q VIAN Application Examples

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned info multiple logical
networks. Stations on a logical network belong to one group. A station can belong to more than one
group. With VLAN, a station cannot directly talk to or hear from stations that are not in the same groups
unless such fraffic first goes through a router.

For more information on VLANs, refer to Chapter 9 on page 121.

1.2.5.1 Tag-based VIAN Example

Ports in the same VLAN group share the same frame broadcast domain thus increase network
performance through reduced broadcast traffic. VLAN groups can be modified at any time by adding,
moving or changing ports without any re-cabling.

Shared resources such as a server can be used by all ports in the same VLAN as the server. In the
following figure only ports that need access to the server need to be part of VLAN 1. Ports can belong to
other VLAN groups too.
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Figure 5 Shared Server Using VLAN Example

1.3 Ways to Manage the Switch

Use any of the following methods to manage the Switch.

Web Configurator in Standard or Surveillance mode. This is recommended for everyday
management of the Switch using a (supported) web browser. See Chapter 4 on page 43.

Command Line Interface. Line commands offer an alternative to the Web Configurator and in some
cases are necessary to configure advanced features. See the CLI Reference Guide.

FTP. Use FTP for frmware upgrades and configuration backup/restore. See Section 33.8.1 on page
266.

SNMP. The Switch can be monitored by an SNMP manager. See Section 34.7.1 on page 279.

Cluster Management. Cluster Management allows you to manage multiple switches through one
switch, called the cluster manager. See Chapter 38 on page 299.

ZON Utility. ZON Utility is a program designed to help you deploy and perform initial setup on a
network more efficiently. See Section 4.3 on page 47.

NCC (Zyxel Nebula Control Center). With the NCC, you can remotely manage and monitor the
Switch through a cloud-based network management system. See Section 8.11 on page 119 or the
NCC User's Guide for detailed information about how to access the NCC and manage your Switch
via the NCC. See the NCC User's Guide for how to configure Nebula managed devices.

1.4 Good Habits forManaging the Switch

Do the following things regularly to make the Switch more secure and to manage the Switch more
effectively.

Change the password. Use a password that is not easy to guess and that consists of different types of
characters, such as numbers and letters.

Write down the password and put it in a safe place.

Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the Switch to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the Switch. You could simply restore your
last configuration.
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C HAPTER 2
Hardware Installation and

Connection

2.1 Installation Scenanos

T

T

his chapter shows you how to install and connect the Switch.

he Switch can be:

* Placed on a desktop.

e Wall-mounted on a wall.

e Rack-mounted on a standard EIA rack.

S

ee Table 1 on page 20 for the comparison table of the hardware installation methods for each model.

2.1.1 Before Using the Switc h

Please observe the following before using the Switch:

It is recommended to ask an authorized technician to attach the Switch on a desk or to the rack or
wall. Use the proper screws to prevent damage to the Switch. See the Installation Re quire me nts
sections in this chapter to know the types of screws and screw drivers for each mounting method.

Make sure there is at least 2 cm of clearance on the top and bottom of the Switch, and atf least 5 cm
of clearance on all four sides of the Switch. This allows air circulation for cooling.

Do NOT block the ventilation holes nor store cables or power cords on the Switch. Allow clearance for
the ventilation holes to prevent your Switch from overheating. This is especially crucial when your
Switch does not have fans. Overheating could affect the performance of your Switch, or even
damage it.

The surface of the Switch could be hot when it is functioning. Do NOT put your hands on it. You may
get burned. This could happen especially when you are using a fanless Switch.

The Switches with fans are noft suitable for use in locations where children are likely fo be present.

To start using the Switch, simply connect the power cables and turn it on.

2.2 De

sktop Installation Proc edure

1  Make sure the Switch is clean and dry.

2 Remove the adhesive backing from the rubber feet.
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3 Aftach the rubber feet to each corner on the bottom of the Switch. These rubber feet help protect the
Switch from shock or vibration and ensure space between devices when stacking.
Figure 6 Attaching Rubber Feet
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Set the Switch on a smooth, level surface strong enough to support the weight of the Switch and the
connected cables. Make sure there is a power outlet nearby.

Cautions:

* Avoid stacking fanless Switches to prevent overheating.
¢ Ensure enough clearance around the Switch to allow air circulation for cooling.

¢ Do NOTremove the rubber feet as it provides space for air circulation.

2.3 Wall Mounting

The Switch can be mounted on a wall (see Table 1 on page 20). You may need screw anchors if
mounting on a concrete or brick wall.

2.3.1 Installation Re quire me nts

» Distance above the floor: At least 1.8 m (5.9 feeft)
¢ Distance between holes: 78 mm (3.071 inches)
* Two M4 screws and a #2 Philips screwdriver

* Two screw anchors (opfional)
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Select a position free of obstructions on a wall sfrong enough to hold the weight of the Switch.

Mark two holes on the wall at the appropriate distance apart for the screws.

WARNING! Be carefulto avoid damaging pipesorcableslocated inside
the wall when drilling holes forthe screws.

If using screw anchors, drill two holes for the screw anchors into the wall. Push the anchors info the full
depth of the holes, then insert the screws into the anchors. Do NOT insert the screws all the way in —
leave a small gap of about 0.5 cm.

If not using screw anchors, use a screwdriver to insert the screws into the wall. Do NOT insert the screws
all the way in - leave a gap of about 0.5 cm.

Make sure the screws are fastened well enough to hold the weight of the Switch with the connection
cables.

Align the holes on the back of the Switch with the screws on the wall. Hang the Switch on the screws.

Note: Make sure there is enough clearance between the wall and the Switch to allow
ventilation.
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- - — -

WARNING! The Switc h should be wall-mounted horizontally, and make sure
the fiont panelis facing down. The Switch's side panels with ventilation slots
should notbe facing up ordown as this position is less safe.

2.4 Rack Mounting

The Switch can be mounted on an EIA standard size, 19-inch rack or in a wiring closet with other

equipment (see Table 1 on page 20). Follow the steps below to mount your Switch on a standard EIA
rack using a rack-mounting kit.

Note: Make sure there is enough clearance between each equipment on the rack for air
circulation.

2.4.1 Installation Re quire me nts

* Two mounting brackets.
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* Eight M3 flat head screws and a #2 Philips screwdriver.

¢ Four M5 flat head screws and a #2 Philips screwdriver.

2.4.2 Precautions

* Make sure the rack will safely support the combined weight of all the equipment it contains.

* Make sure the position of the Switch does not make the rack unstable or top-heavy. Take all
necessary precautions to anchor the rack securely before installing the unit.

2.4.3 Attaching the Mounting Brackets to the Switch

1 Position a mounting bracket on one side of the Switch, lining up the four screw holes on the bracket with
the screw holes on the side of the Switch.

Figure 7 Aftaching the Mounting Brackets
—
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2 Using a #2 Philips screwdriver, install the M3 flat head screws through the mounting bracket holes into
the Switch.

3 Repeatsteps 1 and 2 to install the second mounting bracket on the other side of the Switch.

4 You may now mount the Switch on a rack. Proceed to the next section.

2.4.4 Mounting the Switch on a Rack

1 Position a mounting bracket (that is already aftached to the Switch) on one side of the rack, lining up
the two screw holes on the bracket with the screw holes on the side of the rack.
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Figure 8 Mounting the Switch on a Rack (GS1350-12HP/18HP)
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Using a #2 Philips screwdriver, install the M5 flat head screws through the mounting bracket holes into

the rack.

Note: Make sure you tighten all the four screws to prevent the Switch from getting slanted.

Repeat steps 1 and 2 to aftach the second mounting bracket on the other side of the rack.
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C HAPTER 3
Hardware Panels

This chapter describes the front panel and rear panel of the Switch and shows you how to make the
hardware connections.

3.1 FrontPanel

The following figures show the front panels of the Switch.

Figure 10 Front Panel: GS1350-6HP

Figure 11 Front Panel: GS1350-12HP

Figure 12 Front Panel: GS1350-18HP
TRELT

Figure 13 Front Panel: GS1350-26HP

The following table describes the ports.

Table 3 Panel Connections

CONNECTOR DESCRIPIION

5/10/16/24 These are 10/100/1000Base-T auto-negotiating and auto-crossover Ethernet ports.
1000Base-T RJ-45 .

Ethernet Ports Connect these ports to a computer, a hub, a router, or an Ethernet switch.

5/8/16/24 1000Base- | These are 10/100/1000Base-T auto-negotiating and auto-crossover Ethernet ports.

T RJ-45 PoE Ports .
Connect these ports to a computer, a hub, a router, or an Ethernet switch.

1/2 SFP Slots Use SFP transceivers in these ports for high-bandwidth backbone connections.

(only available for
GS1350-6HP/12HP)
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Table 3 Panel Connections (contfinued)

CONNECTOR DESCRIPIION

2 GbE Combo Ports | Each interface has one 10/100/1000Base-T copper RJ-45 port and one SFP slot, with one port
(Dual Personality active at a fime.

Interfaces) . 10/100/1000Base-T Ports:

(only available for

Connect these ports to a computer, an Ethernet switch or router.
GS1350-18HP/26HP)

e SFP Slots:

Use Small Form-Factor Pluggable (SFP) transceivers in these ports for filoer connections to
an Ethernet switch or router.

Reset Press the RESETbutton to reboot the Switch without turning the power off. See Section 3.3 on
page 39 for more information about the LED behavior.

Restore Press the RESTO RE button for 3 to 7 seconds to have the Switch automatically reboot and
restore the last-saved custom default file. See Section 3.3 on page 39 for more information
about the LED behavior.

Press the RESTO RE button for more than 7 seconds to have the Switch automatically reboot
and restore the factory default file. See Section 3.3 on page 39 for more information about
the LED behavior.

Console Port Only connect this port to your computer (using a USB Type A console cable) if you want to
configure the Switch using a computer with terminal emulation software via the console
port.

3.1.1 Gigabit Ethemet Ports

The Switch has 1000Base-T auto-negotiating, auto-crossover Ethernet ports. In 10/100/1000 Mbps
Gigabit, the speed can be 10 Mbps, 100 Mbps or 1000 Mbps and the duplex mode can be half duplex
or full duplex.

An auto-negotiating port can detect and adjust to the optimum Ethernet speed (10/100/1000 Mbps)
and duplex mode (full duplex or half duplex) of the connected device.

An auto-crossover (auto-MDI/MDI-X) port automatically works with a straight-through or crossover
Ethernet cable.

Four 1000Base-T Ethernet ports are paired with an SFP slot to create a dual personality interface. The
Switch uses up to one connection for each SFP and 1000Base-T Ethernet pair. The SFP slots have priority
over the Gigabit ports. This means that if an SFP slot and the corresponding GbE port are connected at
the same time, the GbE port will be disabled.

Note: The dual personality ports change to fiber mode directly when inserting the fiber
module.

When auto-negotiation is furned on, an Ethernet port negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer Ethernet port does not support auto-
negotiation or turns off this feature, the Switch determines the connection speed by detecting the signal
on the cable and using half duplex mode. When the Switch's auto-negotiation is turned off, an Ethernet
port uses the pre-configured speed and duplex mode when making a connection, thus requiring you to
make sure that the settings of the peer Ethernet port are the same in order to connect.

3.1.1.1 Default Ethemet Negotiation Settings
The factory default negotiation settings for the Gigabit ports on the Switch are:

* Speed: Auto

GS1350 Series User's Guide
33



Chapter 3 Hardware Panels

* Duplex: Auto
¢ Flow control: Off

* Link Aggregation: Disabled

3.1.1.2 Auto-crossover

All ports are auto-crossover, that is auto-MDIX ports (Media Dependent Interface Crossover), so you may
use either a straight-through Ethernet cable or crossover Ethernet cable for all Gigabit port connections.
Auto-crossover porfs automatically sense whether they need to function as crossover or straight ports, so
crossover cables can connect both computers and switches or hubs.

3.1.2 PoE

The Switch supports the IEEE 802.3af Power over Ethernet (PoE), IEEE 802.3at Power over Ethernet (PoE)
plus and IEEE 802.3bt standards. The Switch is a Power Sourcing Equipment (PSE) because it provides a
source of power via its Ethernet ports. Each device that receives power through an Ethernet port is a
Powered Device (PD).

3.1.3 SFP Slots

These are slofs for SFP (Small Form-Factor Pluggable) transceivers. A fransceiver is a single unit that
houses a fransmiftter and a receiver. The Switch does not come with fransceivers. You must use
fransceivers that comply with the Small Form-factor Pluggable (SFP) Transceiver MultiSource Agreement
(MSA). See the SFF committee’s INF-8074i specification Rev 1.0 for details.

You can change transceivers while the Switch is operating. You can use different fransceivers to
connect to Ethernet switches with different types of fiber-optic or even copper cable connectors.

WARNING! T avoid possible eye injury, do NOT look into an operating
fiberoptic module’s connectors.

HANDIING! All transceivers are static sensitive. To preventdamage from
electrostatic discharge (ESD), itis recommended you attach an ESD
preventive wrist strap to yourwristand to a bare metal surfface when
you installorremove a transceiver.

STORAGE Allmodules are dust sensitive. When not in use, always keep
the dust plug on. Avoid getting dust and othercontaminant into the
opticalbores, as the optics do not work comectly when obstruc ted with
dust.

e Type: SFP connection interface
¢ Connection speed: 100M/1G bps

3.1.3.1 TransceiverInstallation

Use the following steps to install an SFP tfransceiver.

1 Attach an ESD preventive wrist strap to your wrist and to a bare metal surface.

2 Align the fransceiver in front of the slot opening.
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3 Make sure the latch is in the lock position (latch styles vary), then insert the fransceiver into the slot with
the exposed section of PCB board facing down.

4 Press the fransceiver firmly unfil it clicks into place.

5 The Switch automatically detects the installed transceiver. Check the LEDs to verify that it is functioning
properly.

6 Remove the dust plugs from the transceiver and cables (dust plug styles vary).

7 Identify the signal fransmission direction of the fiber cables and the transceiver. Insert the fiber cable into
the fransceiver.

Figure 14 Lafch in the Lock Position
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Figure 15 Transceiver Installation Example
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Figure 16 Connecting the Fiber Cables

P
L epd =Ty
(A=,

= o o

-

3.1.3.2 Tansceiver Removal

Use the following steps to remove an SFP fransceiver.

1 Aftach an ESD preventive wrist strap to your wrist and to a bare metal surface on the chassis.
2 Remove the fiber optic cables from the fransceiver.

3 Pull out the latch and down o unlock the fransceiver (lafch styles vary).

Note: Make sure the fransceiver’s latch is pushed all the way down, so the transceiver can be
pulled out successfully.

4 Pullthe latch, or use your thumb and index finger to grasp the tabs on both sides of the fransceiver, and
carefully slide it out of the slot.
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Note: Do NOT pull the transceiver out by force. You could damage it. If the fransceiver will not
slide out, grasp the tabs on both sides of the transceiver with a slight up or down motion

and carefully slide it out of the slot. If unsuccessful, contact Zyxel Support to prevent
damage to your Switch and transceiver.

5 Insert the dust plug into the ports on the transceiver and the cables.
Figure 17 Removing the Fiber Cables
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Figure 18 Opening the Transceiver's Latch Example

Figure 19 Transceiver Removal Example
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3.1.4 Dual Personality Interfaces

A combo port is for uplink connections. It consists of a Gigabit Ethernet port for Ethernet connection,

and a SFP transceiver slot for fioer connection. The fiber connection takes priority if the corresponding
Gigabit port is also connected.

¢ 100 Mbps/1 Gbps — Connect these ports to high-bandwidth backbone network Ethernet switches.

e Transceiver Slots — Use SFP transceivers in these slots for connections to backbone Ethernet switches.
Figure 20 Combo Port Example: Gigabit Port and SFP Transceiver Slot

3.2 RearPanel

The following figures show the rear panels of the Switch.
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Figure 21 Rear Panel: GS1350-6HP

Figure 22 Rear Panel: GS1350-12HP

Figure 23 Rear Panel: GS1350-18HP

Figure 24 Rear Panel: GS1350-26HP

3.2.1 Grounding

Grounding is a safety measure to direct excess electric charge to the ground. It prevents damage fo
the Switch, and protects you from electrocution. Use the grounding